Criteri giuridici ed etici per progettare sistemi affidabili
di intelligenza artificiale

T

Silvia Dada

FFrom Risk Society to Digital
Risk Society: Systemic Risk
and the Challenges of the EU Al Act

1. History of the concept of risk

The notion of risk has undergone numerous transformations over the cen-
turies, while preserving its fundamental function: an attempt to control and
manage the disorder inherent in reality. This dimension was particularly
emphasized by Mary Douglas, an anthropologist who explored the political
and cultural significance of the concept of risk. Closely tied to the themes of
contamination and purity, risk belongs to that set of symbols through which
societies assign responsibility, identify blame, and create social cohesion:

Whose fault? is the first question. Then, what action? Which means, what dam-
ages? what compensation? what restitution? and the preventive action is to im-
prove the coding of risk in the domain which has turned out to be inadequately
covered. Under the banner of risk reduction, a new blaming system has replaced
the former combination of moralistic condemning the victim and opportunistic
condemning the victim’s incompetence (Douglas, 1992: 15-16).

Humanity has always confronted the future and its uncertainty, though
not all cultures have adopted the same strategies for doing so. In antiquity,
for instance, concerns over unpredictability were entrusted to the relation-
ship with the divine and to the interpretation of divine will, without recourse
to the notion of risk or to the techniques of calculation, management, and
assessment associated with it. As Peter Bernstein (1996) observes, the turn-
ing point lies in the shift from reliance on the gods to reliance on rational
and strategic calculation, which becomes the defining feature of the modern
notion of risk. There is, therefore, a close connection between the concept
of risk and the process of secularization. As Ulrich Beck puts it: «When
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Nietzsche announces: God is dead, then that has the — ironic — consequence
that from now on human beings must find (or invent) their own explanations
and justifications for the disasters which threaten them» (Beck, 2008).

Although the origins of the term remain uncertain (possibly Arabic), the
Neo-Latin form risicum is already attested in the medieval period (Luh-
man, 1996). Its earliest uses are primarily found in connection with mari-
time trade and ship insurance, where it referred to adverse events — such as
floods, epidemics, or earthquakes — that could jeopardize the success of a
voyage. These phenomena were not dependent on human action, nor were
they considered calculable. This excluded any connection between this ear-
ly idea of risk and human responsibility. The scope for action and prediction
was thus extremely limited. In this initial phase, risk essentially denoted the
danger of suffering misfortune, over which human intervention could exert
little influence.

With the advent of modernity in the eighteenth century, however, the
meaning of risk expanded to encompass elements attributable to human
agency. Within this context, risk acquired a calculable and objective
character. The distinction between risk and danger became more sharp-
ly defined: «[...] in the case of risk/danger in the fact that only in the
case of risk does decision making (that is to say contingency) play a role.
One is exposed to dangers. Of course, the behaviour of those concerned»
(Luhmann, 1993: 23).

A series of factors contributed to the development of this new understand-
ing. The Enlightenment fostered a general faith in human progress and in
the rational, objective comprehension of the world. Moreover, advances in
the fields of probability and statistics made it possible to refine techniques
of prediction on a mathematical basis!.

The modern sense of “risk” is therefore characterized by its distinction,
on the one hand, from “danger” (since it depends on human decision), and
on the other, from “uncertainty” (because of its rational and measurable
nature). It is also defined by its ambivalence, encompassing both positive
and negative connotations. Especially in financial and insurance contexts,
the assumption of risks may indeed entail loss, but it may equally represent
opportunity and gain.

1 On the relationship between risk and statistics see Bernstein (1996).
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2. Global risk in the risk society

Things change significantly in the transition from modernity to postmo-
dernity, or late modernity, the stage that marks the entry into what Ulrich
Beck aptly called the “risk society” (1992). With the growing mistrust of
scientific certainty and objectivity, the fragmentation of grand narratives
and traditions (accompanied by suspicion toward authority and institutions),
the concept of risk gradually shifts from the dimension of control to that of
uncertainty. As Anthony Giddens argues:

If risk has always been conceived as a way of dealing with the future, of man-
aging it and bringing it under our control, this is no longer the case today: our
attempts to control the future tend to rebound against us, forcing us to consider
alternative ways of engaging with uncertainty (Giddens, 2000: 40, our translation).

A pervasive sense of insecurity troubles society, primarily because the
very status of the dangers we face is changing. Deborah Lupton, (1999) in
her work dedicated to this topic, identifies six types of risks that characterize
our time: (1) environmental risks; (2) lifestyle risks; (3) health risks; (4) risks
in interpersonal relationships; (5) economic risks; and (6) risks of crime.
Although these risks manifest in distinct domains, their common point of
origin lies in their connection with the development of new technologies.
As Luhmann (2002) emphasizes, technology “transforms dangers into risks
simply because it creates possibilities for decision-making that previously
did not exist”. Thus, one can distinguish between technical risks — adverse
events caused by the structure of the technology itself (for example, an ac-
cident due to a system malfunction) — and sociotechnical risks, which result
from the deliberate use of technology and the power relations guiding such
use (for example, the detonation of a bomb).

It is therefore no coincidence that this evolution of the concept of risk has
become even more evident in our era of rapid technological progress. On the
one hand, calculating and predictive capacities — as well as life-enhancing
tools — have expanded considerably; on the other, margins of instability
and unpredictability regarding the consequences of human action have in-
creased proportionately. Even the distinction between natural and artificial
is blurred: the looming catastrophes threatening our planet are increasingly
caused by human activity and the use of technology, to the point that Fran-
cois Ewald has spoken of genuine “artificial catastrophes”.

In Beck’s postmodern society, risks acquire a global character (Beck,
2008) which comprises three main features: (1) the delocalization (spatial,
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temporal, and social) of their causes and consequences; (2) the incalculabil-
ity of their outcomes and impacts, rendering every decision grounded in a
fundamental not-knowing; and (3) their non-compensability, which makes
the logic of indemnification impossible.

These characteristics make calculability and control especially difficult,
since human action now exerts effects so extensive across space and time that
the causal chain of responsibility is often uncertain and difficult — if not impos-
sible — to reconstruct. Responsibility for present action increasingly conceals
the threat of unimaginable and unforeseen consequences. In this context, risk
becomes uncertainty, undermining the possibilities of compensation, damage
limitation, security, and calculation: «Risk society is a catastrophic society. In
it the exceptional condition threatens to become the norm» (Beck, 1999: 24).
In our age, therefore, the weight and importance of each decision is magnified,
as is the desire to identify those responsible. Yet this identification grows ever
more difficult, due to both uncertainty and systemic complexity. The special-
ization and division of labor in industrialized society have fragmented respon-
sibility to the point of near dissolution. As Anders perceptively observed:

The ‘“technification’ of our being: the fact that today it is possible that unknow-
ingly and indirectly, like screws in a machine, we can be used in actions, the ef-
fects of which are beyond the horizon of our eyes and imagination, and of which,
could we imagine them, we could not approve — this fact has changed the very
foundations of our moral existence. Thus, we can become ‘guiltlessly guilty’, a
condition which had not existed in the technically less advanced times of our fa-
thers (Anders, 1962: 1).

Thus, the modern idea of risk gives way to a far more unstable and elusive
concept, one that no longer allows us fully to contain and control our future
and the consequences of our actions, though it still strives to «calculate
the incalculable» (Dean, 1999). As Mark Coeckelbergh (2015a) has argued,
risk — or more precisely, being-at-risk — becomes an existential category,
describing humanity’s condition of exposure and uncertainty in the age of
new technologies.

The purpose of risk forecasting and calculation has always been to de-
vise strategies for eliminating or mitigating threats. Covello and Mumpower
(1985) suggest that, historically, the main techniques have been: (1) avoid-
ing risk through prohibitions; (2) regulating and modifying human activities
to reduce the magnitude of risk; (3) reducing the vulnerability of exposed
populations; (4) developing interventions after events to mitigate impact;
and (5) compensating for damages through insurance mechanisms.
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Today, however, in the face of such unprecedented power and unpredict-
ability, our risk management techniques — as Beck vividly puts it — resemble
bicycle brakes mounted on an intercontinental rocket. Precautionary mea-
sures for prevention and damage reduction often prove ineffective, since the
catastrophic consequences of our actions are not fully foreseeable (consider
pollution and climate change), while ex ante solutions such as intervention
and insurance appear neither sufficient nor proportionate. After all, how and
whom can we compensate in the face of an irreversible global catastrophe,
such as the explosion of a nuclear power plant?

Beyond its historical evolution (with the significant shifts in meaning al-
ready traced), the concept of risk also embodies a plurality of interpreta-
tions. Although the landscape is broad and varied, two principal approaches
may be distinguished: one that conceives risk in an essentially objective and
rational way, and another that views it as a social and cultural construct, not
dependent on factuality itself but on how it is managed and represented.

The first perspective is adopted primarily by disciplines such as engi-
neering, actuarial mathematics, statistics, and epidemiology, and is char-
acterized by a technical-scientific approach. Here, risk is understood as
something inherent in reality itself; what is subjective is not the risk but
rather its perception, which differs between experts and laypeople and is in-
fluenced by cognitive mechanisms that undermine rational evaluation. Risk
is thus treated as an objectively measurable fact, the product of the prob-
ability of an event and the severity of its consequences: magnitude (R = P
x D). Attempts at containment and mitigation focus on altering one of these
two variables. Both the identification of risk and the search for solutions are
generally reduced to technical factors.

The second perspective, by contrast, is sociocultural in nature and devel-
oped largely by philosophical, anthropological, and sociological reflection.
Its basic assumption is that risk, before being an objective datum, is the in-
terpretive category through which modern society is governed, and by which
it defines its relationship with otherness, with knowledge, and with the fu-
ture. This confers upon the category of risk (and upon the decisions deriv-
ing from it) a political dimension, whereby specific strategies of governance
and responsibility distribution are elaborated in response to risks. While
it is important to distinguish between the various interpretations, as well
as between risk and its perception, it must nevertheless be recognized that
the two remain deeply interdependent: «scientific rationality without social
rationality remains empty, but social rationality without scientific rationality

remais blind» (Beck, 1992: 30).
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3. Systemic Risk

The transition to the late-modern era has thus given rise to a different
conception of risk, which Beck has defined as global, insofar as it is de-lo-
calised, incalculable, and non-compensable. Within this theoretical frame-
work, the early 2000s saw growing scholarly attention to a more specific
dimension of risk: systemic risk. This concept, widely adopted across various
scientific and disciplinary domains, offers a more nuanced understanding
of how certain contemporary risks have emerged and evolved. To grasp this
concept, it is first necessary to briefly clarify the meaning of “system”. Draw-
ing on philosophical reflection, cybernetics, and complex system science,
Terenzio (2025) offers a detailed analysis of the term, identifying its core
features. Chief among these is the relational nature of its elements, articu-
lated through a dynamic interplay between parts and the whole. A system
thus emerges as an organized and autonomous configuration of components,
sustained by nonlinear dynamics. Yet, the order generated within systems is
neither absolute nor permanent; rather, it constitutes a fragile equilibrium,
continually exposed to disruptions and emergent phenomena capable of
transforming individual elements and reconfiguring the system as a whole.
It is precisely this interconnection and inherent instability that give rise to
what are known as systemic risks.

It is challenging to establish a single, universally accepted definition of
this concept, given the breadth of its theoretical and practical applications.
One of the most widely cited definitions is offered by Kaufman and Scott
(2003, p. 372) who state: «Systemic risk refers to the risk or probability of
breakdowns in an entire system, as opposed to breakdowns in individual
parts or components, and is evidenced by co-movements (correlation) among
most or all parts». A defining feature of systemic risk, therefore, is its ten-
dency to affect multiple components of a system simultaneously. In a similar
vein, the definition provided by the Organization for Economic Co-operation
and Development introduces the concept of systemic risk as referring to
those “risks that threaten society’s essential systems, such as infrastructure,
health care and telecommunications” (OECD, 2003). A key emphasis in
these studies lies in the transmission and scope of risk across the intercon-
nected components of the system (Poledna et al., 2020)>.

2 This does not imply that the scope of risk is necessarily global. As Aven and Renn (2019)
emphasize, the extent of risk may be regional, national, or global. What is crucial, however, is the

internal relationship among the components of the system, regardless of its geographical scale.
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Systemic risks can be understood as threats whereby localized failures,
accidents, or disruptions have the potential to affect an entire system through
contagion mechanisms. In highly interconnected environments — such as
health, ecosystems, infrastructure, and food — characterized by complex
causal structures and non-linear relationships between causes and effects
risk does not remain confined to isolated events but spreads across networks
of mutual dependence. The limited understanding of these interconnections,
combined with the inherent complexity of such systems, poses significant
challenges to both prevention and effective risk management. Systemic
risk is characterized by cascading effects that spread across interconnected
systems through the movement of people, goods, capital, and information
across borders. These dynamics can lead to widespread disruption or even
systemic collapse.

The paradigmatic example of systemic risk — indeed, the event after
which the very term gained widespread currency — is the global financial
crisis of 20073, Prior to this crisis, banking regulation was largely micropru-
dential in orientation, concentrating on individual institutions and the risks
apparent in their balance sheets. This approach rested on the assumption
that constraining excessive risk-taking at the level of each bank would suf-
fice to prevent the build-up of systemic vulnerabilities across the financial
system. The crisis, however, exposed the shortcomings of this framework,
demonstrating its inability to capture the intricate interconnections among
financial institutions and markets (Allen and Carletti, 2013). More recently,
the COVID-19 pandemic (Trump et al., 2021) has triggered a global crisis,
clearly revealing the deeply interconnected nature of key systems such as
healthcare, finance, food supply chains, and labor markets. This event un-
derscored how disruptions in one domain can rapidly cascade across others,
amplifying vulnerabilities and challenging the resilience of complex socio-
economic structures.

Renn et al. (2022, 1904-1905) identify several defining properties of sys-
temic risks. First, complexity, which refers to the difficulty of tracing and
reconstructing the causal relationships within the system. Second, uncer-
tainty, stemming from the indeterminacy of causes and characteristics of
the phenomena, which in turn undermines confidence in both analysis and
decision-making. Third, ambiguity, understood as the coexistence of mul-

3 Other illustrative examples of these dynamics include the desertification and collapse of
the Aral Sea, pandemics, cybersecurity threats, global climate change, and the depletion of fish

stocks (IRGC, 2018).
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tiple, and sometimes conflicting, interpretations of the same phenomenon.
Finally, the ripple effect, whereby a disruption generates cascading conse-
quences that extend far beyond the initial source of risk.

A valuable overview of systemic risk research is provided by a recent
Briefing Note of the UN Office for Disaster Risk Reduction (Sillmann et al.,
2022), which offers an integrated perspective on climate, environmental,
and disaster risk science. It examines the evolution of systemic risk across
disciplines, identifying common conceptual threads without enforcing a
singular definition. The Note outlines key attributes of systemic risk and
discusses the types of data and information needed to enhance its practi-
cal understanding. In the report, systemic risks are examined along several
dimensions that help capture their complexity and scope. The first concerns
their scale: such risks may unfold at the global, national, regional, or local
level, yet in all cases they tend to generate repercussions that transcend
their initial boundaries. A second dimension relates to the relations within
and across systems, characterized by feedback loops, interactions, and in-
terdependencies. These intertwined connections amplify the potential for
risk propagation and make it difficult to address threats in isolation. Third,
systemic risks are marked by the comprehensibility of the system. They of-
ten involve a lack of knowledge, unpredictability, uncertainty, and ambigu-
ity, which may lead to an underestimation of both their causes and their
potential consequences. This opacity undermines the ability to anticipate
developments or to design timely responses. A fourth dimension concerns
the transboundary effects that such risks produce. These include contagion,
cascading dynamics, and non-linear processes, through which a localized
disruption can trigger a ripple effect, spreading across sectors and jurisdic-
tions that initially appear unrelated.

Finally, systemic risks are defined by their possible outcomes, ranging
from breakdowns and disruptions to the collapse of entire economic, social,
or environmental systems. It is this capacity to destabilize or disintegrate
complex structures that makes systemic risks particularly difficult to pre-
vent and to govern.

When considered in light of these dimensions, the concept of systemic
risk emerges as a powerful analytical category that extends and refines the
sociological theorization of the “risk society” proposed by Beck. Systemic
risk does not simply supplant the conventional risks of industrial modernity
with those of a globalized and technologically mediated world; rather, it re-
configures the landscape of risk by juxtaposing two coexisting dimensions.
The first comprises risks that remain bounded, relatively predictable, and
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therefore more susceptible to regulatory control and mitigation strategies,
such as regulation and control mechanisms*. The second consists of risks
that are profoundly complex, marked by interdependencies, cascading ef-
fects, and epistemic opacity, which resist both prediction and governance.

From this perspective, systemic risk can be seen as a conceptual bridge
between Beck’s diagnosis of the reflexive modernity of late industrial societ-
ies and contemporary debates on global vulnerabilities, interconnectivity,
and the fragility of socio-technical systems. It highlights how the dynam-
ics of globalization, digitalization, and environmental change have intensi-
fied the conditions that Beck identified, producing a risk environment that
is not only more pervasive but also qualitatively different. Thus, systemic
risk serves not merely as a descriptive category but as a normative and op-
erational framework, compelling institutions to rethink strategies of gover-
nance, resilience, and adaptation in a world where uncertainty is not an
exception but a constitutive feature of social life.

4. Digital risk soctety

After reconstructing the notion of risk from antiquity to the contemporary
age, we can now examine how the concept applies to the risks associated
with Al systems, focusing on their specific characteristics and the ways in
which they are addressed.

It is widely acknowledged that artificial intelligence (Al) poses significant
risks. These threats can be categorized according to various criteria. The
study by Hendrycks et al. (2023) provides an overview of the main sources of
catastrophic risk associated with artificial intelligence, organizing them into
four categories: 1) malicious use, the deliberate deployment of Al systems to
cause harm; 2) Al race, the adoption of unsafe systems or the relinquishment
of human control to machines driven by competitive pressures; 3) organiza-
tional risks, the increased likelihood of catastrophic failures resulting from
system complexity; 4) loss of control, the inherent difficulty in governing
agents that may become significantly more intelligent than humans.

These risks stem both from the inherent nature of Al models — particu-
larly those developed through machine learning algorithms — and from their

4 Common examples include bicycle theft, foodborne illnesses, and traffic accidents —

events that, while harmful, remain localized and can be effectively addressed using existing tools
and procedures.
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potential misuse. For example, Al can be employed for real-time individual
recognition or user profiling, raising serious ethical and privacy concerns.

The first category concerns technical risks, namely errors in outputs linked
to the quality of data and the reliability of algorithms. These issues are pri-
marily related to accuracy and robustness. Since such systems are fueled by
vast quantities of data — often gathered from our online activities — it is es-
sential that datasets faithfully reflect the reality they are meant to represent.
If datasets lack accuracy, consistency, completeness, or correctness, the re-
sulting outputs will be flawed, and when used for decision-making, they may
expose individuals to significant harm. Likewise, the algorithms processing
these datasets must operate according to logical procedures aligned with
their intended purposes. Yet how can the accuracy of data and algorithms be
verified? The greatest difficulty lies in detecting and identifying errors, es-
pecially in systems based on deep learning and neural networks, which are
often opaque and difficult to interpret. This opacity problem exacerbates the
challenge, as it prevents human understanding of outputs and their validity.

A second category comprises sociotechnical risks, which arise from the
interaction between humans and Al systems. One notable example is cyber-
attacks, where generative Al is exploited for phishing, malware distribution,
deepfakes, and other forms of social engineering. Sociotechnical risks also
emerge from the legitimate use of Al, where certain applications may none-
theless expose individuals or groups to vulnerabilities — for instance, bio-
metric tracking and facial recognition technologies, which may compromise
individual freedoms as a side effect of their deployment”. Both technical and
sociotechnical risks ultimately affect human beings, but their causes differ:
the former stem from technical deficiencies, while the latter arise from the
human-machine relationship.

Beyond this distinction based on causation, risks may also be classified
by their object. One major category concerns privacy risks, related to the
management of personal data, which may be used by companies for pur-
poses beyond those to which individuals have consented. Such practices
blur the traditional boundary between public and private life by enabling
the disclosure of information — such as health status, financial standing, or
political preferences — that was once strictly personal. This proliferation of
data can create a pervasive sense of surveillance, as individuals are con-

> In their study, Guan and colleagues (2022) distinguish between «technical risk» and

«management risk», defining the former as encompassing «algorithm risk, data risk, and technol-
ogy risk», and the latter as including «management risk and decision risk».
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tinuously monitored through their devices (computers, smartphones, smart-
watches) (Lupton, 2016).

Human autonomy is also at stake, since increasingly sophisticated pro-
filing techniques influence our choices, not only in consumer behavior but
also in political opinion-formation. The Cambridge Analytica scandal dem-
onstrated the severe consequences of such practices, but Al is now routinely
employed for electoral and propagandistic purposes (O’Neill, 2018; Hinds et
al., 2020). This trend is especially visible in online communities — our new
digital agora — where opinion exchange has become polarized and self-ref-
erential, generating phenomena such as filter bubbles (Parisier, 2011) and
echo chambers (Cinelli et al., 2020). These dynamics threaten democratic
deliberation processes and compromise the quality of information, which is
increasingly polluted by fake news and other forms of truth manipulation
(Giusti and Piras, 2020).

Another pressing issue is algorithmic bias, which undermines fairness and
justice in automated decision-making. Biases may originate from humans
who embed them into systems, or they may be produced autonomously by
the systems themselves. Datasets often conceal gender, ethnic, economic, or
cultural prejudices that can profoundly harm vulnerable groups. A notable
example is the use of the COMPAS software in the United States criminal
justice system, which, in assessing recidivism risk, systematically assigned
higher scores to African American defendants (Angwin et al., 2023). Simi-
lar issues have arisen in medicine, where diagnostic accuracy for minority
populations has proven lower due to underrepresentation in training data,
leading to discriminatory outcomes (Guerrero et al., 2018).

It is also necessary to consider the so-called existential risks (Cappelen
et al., 2025) — future scenarios in which Al becomes extremely powerful,
evolving into a form of “superintelligence” (Bostrom, 2014) capable of sub-
jugating or even destroying humanity. While some view this possibility as
an unlikely dystopian projection, the rapid advancement of generative Al
compels us not to dismiss such concerns lightly.

Finally, Al generates externalities (Hagendorff, 2022), i.e., consequences
seemingly unrelated to its use but directly stemming from it, particularly
affecting the environment and labor. Data development, collection, and stor-
age entail a significant ecological footprint, exacerbating the planet’s pre-
carious condition. In the labor market, Al displaces human work in specific
sectors, with some professions expected to disappear, while others — such
as those of so-called crowdkworkers — emerge in precarious conditions with
little legal protection.
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This brief overview of the new threats associated with Al invites reflection
in relation to our broader theme. We observe both elements of continuity
with past risks and significant elements of novelty. As in earlier times, risks
often assume a global dimension and may lead to catastrophic outcomes. In
the case of Al, such globalized risks derive primarily from the massive scale
of data involved and the pervasiveness of the technology.

Sundberg (2023) conceptualizes this emerging landscape as the digital
risk society, a context defined by the pervasive presence of intangible tech-
nologies which, although frequently presented as solutions, simultaneously
generate new and multifaceted risks. This society is further characterized by
processes of dehumanization, as an ever-growing range of tasks once carried
out by humans is increasingly delegated to machines whose internal opera-
tions remain opaque.

Since Al systems are embedded in nearly every aspect of daily life, we
face what Mark Coeckelbergh (2015b) calls the «tragedy of the master». If
technology was originally conceived — following Aristotelian logic — as a ser-
vant of human purposes, today our dependence has deepened to the point of
entangling us in a Hegelian master-slave dialectic, defined by dependence
and alienation:

There is a risk that the automation technology we developed and use to serve us
renders us vulnerable and dependent in new ways, creates distance between us and
material reality, and “automates” us in the sense that we have to adapt our prac-
tices to what automation technology does and can do (Coeckelbergh, 2015b: 222).

As with the risks of the twentieth century, those arising from Al can be
described as incalculable and unpredictable, thus belonging more to the
realm of uncertainty. Unlike the past, however, this unpredictability does
not stem solely from human inability to foresee consequences across tem-
poral and spatial distances. In Al systems, often characterized by opacity,
it is the functioning of the system itself that remains unknown, presenting
a “black box™ to human users. This becomes especially problematic when
algorithmic decisions are applied in sensitive contexts such as finance or
healthcare, where we must rely on outputs that are unintelligible yet gener-
ate new forms of correlation. Al risks are therefore exponentially incalcu-
lable and unpredictable.

Another novel aspect is that the actions of Al systems — and especially
their outcomes — do not necessarily depend on human decisions (Fabris,
2018). While industrial automation has existed in the past, today we in-
creasingly rely on algorithmic decision-making. The ability of Al systems to
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learn and independently generate decisions introduces an additional layer
of autonomy. This raises profound ethical and legal questions regarding
responsibility, but it also reshapes the very configuration of risks. If the
distinction between risk and danger rests on whether adverse events de-
rive from human decisions or occur independently of them, then Al-related
harms should more accurately be classified as dangers. This shift challenges
traditional notions of agency and accountability.

In conclusion, Al systems are experimental technologies (van de Poel,
2016) which are those technologies whose risks and benefits are hard to esti-
mate before they are properly inserted in their context of use. The concept of
risk in relation to Al is closely tied to ideas of catastrophe, uncertainty, and
danger, owing to its global reach, its incalculable and unpredictable charac-
ter, and its independence from human decision-making. Addressing these
challenges requires a dual approach: technological innovation and regulatory
oversight. A global research community is actively engaged in developing
technical solutions to mitigate algorithmic risks. At the same time, compre-
hensive legal frameworks are essential to ensure responsible Al deployment.

5. The Risk-Based Approach in the Al ActFine module

In response to the rapid expansion of the digital risk society, recent years
have witnessed growing attention to the ethical and regulatory dimensions of
artificial intelligence. Following a series of soft law initiatives aimed at guid-
ing its responsible development (Fabris et al., 2024), the need for a more
robust and binding regulatory framework became evident — one capable of
clearly delineating the boundaries of Al system design, production, and use.
In the case of the European Union, this process culminated, after three years
of debate and drafting, in the adoption of the Al Act in the summer of 2024
(Casonato and Olivato, 2024). This document represents a groundbreaking
step at the global level, serving as a source of inspiration for other legislative
initiatives and exerting a significant influence on the broader market well
beyond the boundaries of the European Union (Bradford, 2020).

In this document, the concept of “risk” plays a central role, appearing
over 300 times throughout the text.

Article 3 of the Al Act provides a set of definitions that serve as a useful
framework for interpreting the remainder of the text. The Act introduces
the notion of “risk”, underscoring how central this concept is to the overall
structure of the regulation:
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2. ‘risk’ means the combination of the probability of an occurrence of harm and
the severity of that harm.

As we can see, this definition reflects a modern understanding of objective
risk, conceived as the product of the likelihood of an event occurring and the
magnitude of its potential damage.

As stated in Recital 26, the principal strategy underpinning the Al Act —
commonly referred to as the risk-based approach — constitutes a comprehen-
sive response to the diverse risks arising from the deployment of Al systems
within the European single market. Furthermore, it establishes a proportion-
ate and balanced regulatory framework designed to address the principal
challenges that characterize the contemporary technological environment:

In order to introduce a proportionate and effective set of binding rules for Al
systems, a clearly defined risk-based approach should be followed. That approach
should tailor the type and content of such rules to the intensity and scope of the
risks that Al systems can generate. It is therefore necessary to prohibit certain un-
acceptable Al practices, to lay down requirements for high-risk Al systems and
obligations for the relevant operators, and to lay down transparency obligations for
certain Al systems (Recital 26).

To ensure a proportionate regulatory approach that safeguards both fun-
damental rights and the integrity of the market while fostering technologi-
cal progress, the Al Act introduces a distinction among different levels of
risk, conceptualized as a “risk pyramid”. Four categories are identified ex
ante: (1) unacceptable-risk systems, (2) high-risk systems, (3) limited-risk
systems — primarily concerning transparency obligations — and (4) low- or
minimal-risk systems.

Under Article 5 of the Al Act, the “unacceptable risk” category encom-
passes Al systems deemed fundamentally incompatible with EU values and
rights, and are therefore prohibited. These include applications that ma-
nipulate individuals through subliminal techniques or exploit vulnerabili-
ties based on age, disability, or socioeconomic status, thereby impairing
autonomy and causing potential harm. The Act also bans Al systems used
for social scoring, predictive policing based on profiling, and indiscrimi-
nate collection of facial images from online sources or surveillance. Fur-
thermore, emotional recognition technologies in workplaces or educational
settings are prohibited unless justified by medical or safety needs. Biomet-
ric categorization based on sensitive attributes — such as race, political
affiliation, or religious beliefs — is likewise forbidden. Real-time remote
biometric identification in public spaces is only permitted under narrowly
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defined law enforcement conditions, subject to judicial oversight.

High-risk Al systems — whose identification and regulation constitute the
core focus of the document, beginning with Article 6 — are those that, in
order to be placed on the market, must comply with a set of specific obliga-
tions. According to the Al Act, high-risk artificial intelligence applications
are those that may negatively impact human safety and security, fundamen-
tal rights, or the environment. In order to be placed on the European market,
these systems must comply with specific requirements (Articles 8-27), in-
cluding the implementation of risk and quality management systems, appro-
priate data governance mechanisms, and the use of relevant, representative,
and error-free datasets. They must also provide technical documentation,
ensure the automatic logging of significant events, and enable effective hu-
man oversight throughout their operation.

The scope of high-risk systems covers products already regulated under
EU law, such as medical devices, toys, radio equipment, vehicles, lifts, and
civil safety systems. Furthermore, Annex III extends this classification to
domains including critical infrastructure, education and training, employ-
ment and labor management, access to essential private and public services,
law enforcement, migration, asylum and border control, as well as the ad-
ministration of justice and democratic processes.

The third level concerns risks arising particularly from chatbots, deep-
fakes, and other forms of Al-generated content, where it may be difficult to
discern whether one is interacting with a human or a machine. To mitigate
such risks, the Al Act imposes specific transparency obligations. The final
level represents a residual category, encompassing all systems not included
in the previous tiers. These systems are not subject to binding obligations
but may voluntarily adhere to soft law instruments, such as codes of ethical
conduct and guidelines.

The reference to the acceptability of risk, determined through a cost—ben-
efit analysis, aims to assess the degree of trustworthiness of Al systems (Fra-
ser, Bello y Villarino, 2023). The allocation of these risk levels depends
primarily on the context of application. However, the rapid development of
technologies has highlighted the need for oversight that goes beyond merely
identifying applications. Attention must now also be directed toward the
underlying Al models themselves, prior to their deployment within specific
systems. This approach is particularly crucial given the widespread adop-
tion of generative Al and large language models, which complicate the task
of defining discrete applications (Novelli et al., 2023). For this reason, the
original risk pyramid — introduced in the first regulatory proposal of April
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2021 — has been supplemented by a new dimension, encompassing general-
purpose Al models and the potential systemic risks they may generate.

As stated in Article 3, definition 63, a “general-purpose Al model” refers
to models trained on large volumes of data, characterized by a high degree
of generality and capable of competently performing a wide range of distinct
tasks. These models can be integrated into various systems or applications
and are able to execute functions such as image and speech recognition,
audio and video generation, pattern detection, question answering, and text
translation. The type of risk associated with such models is defined as “sys-
temic”, as outlined in definition 65 of the same article:

‘systemic risk” means a risk that is specific to the high-impact capabilities of
general-purpose Al models, having a significant impact on the Union market due
to their reach, or due to actual or reasonably foreseeable negative effects on public
health, safety, public security, fundamental rights, or the society as a whole, that
can be propagated at scale across the value chain.

This second definition, although admittedly broad and somewhat indeter-
minate in scope, elucidates this category of risk as being directly associated
with general-purpose models. Under Article 51 of the EU Al Act, a general-
purpose Al model is deemed to possess systemic risk if it satisfies one of
two conditions: (a) it demonstrates high-impact capabilities, assessed using
appropriate technical tools, benchmarks, and indicators; or (b) the European
Commission determines, either on its own initiative or following a qualified
alert from the scientific panel, that the model has equivalent capabilities
or impact, based on criteria in Annex XIII. A presumption of high-impact
capability arises when the cumulative computational power employed dur-
ing the model’s training surpasses 10425 floating-point operations (FLOPs);
this quantitative threshold serves as a proxy for the potential magnitude of
the model’s societal and systemic influence®. The definition highlights two
central features — namely, a large-scale and significant societal impact that
extends beyond individual harm to affect broader segments of the society.
Thus, the concept of systemic risk cannot be reduced solely to potential
damage to “safety, security, and fundamental rights”, as frequently invoked
within the Al Act; rather, it encompasses these domains in their collec-
tive and structural dimensions. Recital 110 further clarifies the nature of

6 Not all general-purpose models, therefore, entail systemic risk. In the absence of such

risk, they are subject primarily to obligations concerning documentation and compliance with
copyright requirements. When systemic risk is present, however, additional obligations apply.
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systemic risk by providing a more detailed enumeration of its various pos-
sible manifestations. This definition of systemic risk aligns with those found
in the literature, particularly with the work of Kaufman and Scott (2003:
372): «Systemic risk refers to the risk or probability of breakdowns in an
entire system, as opposed to breakdowns in individual parts or components,
and is evidenced by co-movements (correlation) among most or all parts».
Other characteristics, such as complexity and the cascade effect, are elabo-
rated in the recently published General-Purpose Al (GPAI) Code of Practice,
which offers a clearer framework for interpreting this section of the Al Act.
This transitional document seeks to ensure the presumption of conformity,
specify how providers can fulfil the obligations set out in Articles 53-55
of the ATA, maintain up-to-date technical documentation, and support the
continuous assessment and mitigation of systemic risks. In particular, Ap-
pendix 1 of Chapter 3 contributes to the classification and identification of
various types of systemic risks, specifying their nature and sources.

Systemic risks are here primarily characterised by their high-impact ca-
pabilities, as defined in Articles 3(64)-(65) of the Al Act, their potential
to exert a significant influence on the Union market, and their capacity to
propagate widely across the value chain. These elements make such risks
particularly complex and far-reaching. Contributing factors further intensify
this dynamic. The level of risk tends to increase in proportion to the model’s
capabilities and diffusion, while the speed at which these risks can materi-
alise is often remarkably high. Moreover, systemic risks in Al may trigger
cascading effects that are difficult, if not impossible, to reverse. Their im-
pact is frequently asymmetric, meaning that the actions of a few actors — or
even isolated events — can generate disproportionately large and potentially
disruptive consequences.

Four main categories of systemic risk emerge: 1) Chemical, biological, ra-
diological and nuclear (CBRN) the facilitation of attacks involving chemical,
biological, radiological, or nuclear weapons; 2) Loss of control, models that
evade human oversight or enable the autonomous research and development
of Al; 3) Cyber offence, offensive capabilities that enable large-scale, so-
phisticated cyberattacks; 4) Harmful manipulation interference in decision-
making processes that threatens fundamental rights and democratic values.

In light of this framework, we can now turn to some reflections on the no-
tion of risk, systemic risk and, more specifically, on their relationship.

As previously noted, the European legislator provides a specific definition
of «risk» as «the combination of the probability of an occurrence of harm
and the severity of that harm». This conception emphasizes a realistic and
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measurable notion of risk, typical of technical domains where evaluation is
expected to rely on objective system properties. Yet, such an approach faces
several challenges. Abstract dimensions such as human dignity or personal
integrity resist objective calculation (Chaberlain, 2023). Moreover, the con-
tinuously evolving nature of Al systems — still undergoing rapid expansion —
further undermines the feasibility of approaches grounded in predictability
and quantitative assessment, calling for broader, more adaptive understand-
ings of risk. As Mahler states:

Such calculations work best under the assumption that the future conditions of
the relevant context are comparable to past conditions, which may be questionable
when Al system continues to learn and evolve, for example. If the future is differ-
ent from the past, calculations may become problematic (Mahler, 2021: 260).

This framework reveals a gap between the definition of risk proposed in
the document and the actual nature of the threats posed by contemporary Al
systems. On the one hand, the document reproduces objective and realistic
interpretations aimed at the technical and calculable resolution of risk; on
the other hand, such strategies conflict with the incalculable, unpredictable,
and autonomous nature that characterizes Al. It seems that, in the words of
Kaminski, «the choice to use risk regulation reflects a particular epistemol-
ogy: the notion that such Al systems are just math, uncovering some ground
truth then contingent social facts» (Kaminski, 2023: 1400).

Moreover, the definition of risk appears to diverge from the way risk is
described and assessed. As Novelli observes, risk identification relies on
predetermined categories shaped by the values of the European Union. This
approach, however, risks being overly static and may underestimate alterna-
tive sources of risk arising from different uses — for instance, video games.

The introduction of the category of systemic risk appears to address this
concern, as it is characterized by greater impact, heightened uncertainty,
and increased complexity. However, as indicated in Definition 65, systemic
risk is confined exclusively to GPAI models. This restriction limits the sys-
temic dimension to a narrow subset of models — a position that is, at the
very least, debatable, given that in a digital risk society most risks exhibit
systemic characteristics. It is therefore necessary to clarify the relationship
between the two terms: are they distinct and mutually exclusive categories,
or can they overlap?

To address this question, two aspects must be considered.

First, the two levels concern different objects: on the one hand, Al sys-
tems, and on the other, Al models. A model is a specific program trained on
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data to perform a defined task, such as image recognition or text translation.
A system, by contrast, is a broader ensemble of components that includes
one or more Al models, together with software, hardware, and data, in order
to solve a more complex end-to-end problem. This implies that a system may
encompass a model within it.

The second aspect concerns the identification of risk. In the case of sys-
tems, the classification of risk levels is based on use, following the so-called
“risk pyramid”. In contrast, general-purpose Al models are not differenti-
ated by use but rather by the model’s computational power. These two di-
mensions reveal a discontinuity between the risk pyramid and the notion of
systemic risk.

Overlaps between the two categorizations may therefore occur. Al sys-
tems classified as presenting unacceptable, high, low, or minimal risk may,
in fact, be based on the application of GPAI models. At the same time, one
might also ask whether systems that do not rely on GPAI models could none-
theless pose a systemic risk. This latter possibility appears to be excluded,
as definition 65 makes explicit reference to GPAI models. However, it seems
plausible that systemic risks may arise more frequently than anticipated by
the law. As previously noted, the current landscape of the digital risk society
generates increasing levels of uncertainty and unpredictability — potentially
on a global scale — thereby challenging the boundaries set by the existing
regulatory framework.

The European regulatory framework, while representing a pivotal step
in the global governance of artificial intelligence, remains grounded in a
predictive and calculable logic that struggles to grasp the complexity, fluid-
ity, and inherent uncertainty of today’s digital ecosystem. Such an approach
reflects a primarily technical conception of risk — one that can ostensibly
be mitigated through interventions at the system level rather than through
consideration of the social equilibria in which such systems are embedded.
The rationale behind this orientation is clear: the Al Act is modelled on
product safety regulation, upon which the protection of fundamental rights is
superimposed. Consequently, the focus is directed more toward the product
itself than toward the individuals exposed to potential harm. Yet, this orien-
tation calls for a further reflection — one that takes into account not only the
notion of risk but also that of the subject at risk. Given the unpredictable
nature of these emerging threats, concentrating solely on the product fails
to address the underlying conditions that make harm possible: the exposure
and vulnerability of individuals (Zanotti et al., 2024). This limitation under-
scores the need for a more adaptive approach — one capable of integrating
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technical, social, and ethical dimensions into the governance of technologi-
cal risk. Introducing the notion of vulnerability thus broadens the concept
of risk, shifting attention from the systems that generate it to the contexts
and subjects who endure it. A vigilant observation of the conditions that
enable injustice, discrimination, manipulation, and restrictions of freedom
requires, above all, a gaze directed toward the human before the machine.

6. Conclusions

The historical and conceptual evolution of risk — from antiquity to the con-
temporary digital era — reveals a profound transformation: from a calculable,
probability-based notion to an uncertain, global, and systemic phenomenon.
In the context of Al risks are not only technical but sociotechnical, affecting
individuals and societies through interconnections, opacity, and potential
cascading effects. Systemic risk, particularly in general-purpose Al models,
highlights how localized failures or autonomous system behavior can propa-
gate across social, economic, and technological networks.

The EU Al Act represents a pioneering step in risk-based regulation, yet
its emphasis on calculable, product-centered risk contrasts with the inher-
ent unpredictability and systemic nature of Al This tension underscores the
need for an integrated approach that combines technological safeguards,
regulatory oversight, and ethical reflection, shifting the focus from systems
alone to the vulnerabilities of the individuals and contexts they affect. Ul-
timately, contemporary digital risk requires a governance framework that
goes beyond technical mitigation, addressing social, ethical, and structural
dimensions of harm.
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Abstract

This article explores the historical evolution of the concept of risk and its
contemporary applications in the domain of artificial intelligence. Building
on Beck’s notions of “global risk™ and “risk society”, we argue that today’s
context can be described as a digital risk society, increasingly marked by
uncertainty and unpredictability. The idea of systemic risk — widely discussed
in complexity science and economics — emerges as a particularly suitable
conceptual tool for interpreting this scenario. The centrality of risk is further
evidenced by the EU’s Al Act, which adopts a risk-based approach. We exam-
ine this regulation to analyze the interaction between risk and systemic risk,
highlighting the limitations of this framewortk.
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